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Agenda 

Á Brief introduction to PHYsical Layer SECurity (PHYSEC):  
Á Studied configuration of wireless links - basic processing architectures 

 

Á Pre-industrial results of Secret Key Generation 
Á Test Bed ï Records of Wifi signals ï CIR measurements - implantation of SKG 

analyses in offline analysis 

Á Experiments for and Wifi 802.11ac links at 2.4 and 5 GHz.  
Á Bi-directional CIR measurement  

Á SKG results, impact of channel de-correlation pre-processing 

Á Industrial results of Secrecy Coding 
Á Artificial Noise and Bean Forming ï principle  

Á One particular implantation of Secrecy Coding under radio advantage - Security 

Analysis from Simulation results. 

Á Experiments of Secrecy Coding schemes under real Wifi links 
 

 

Á Conclusion - Way ahead. 
 

Á Annex (References. Acronyms. Causes of the randomness of radio channels, Perspectives of secure 

     pairing. Focus on SKG implantation - principle and algorithm. Implantation details about our 

     secrecy coding scheme. Wi-Fi and LTE-TDD indoor/outdoor environments) 
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Studied configuration of Wireless links ï basic processing architectures 

Brief introduction to to PHYsical Layer SECurity (PHYSEC)  

B)  Basic Architecture of Secret Key Generation 

Á LEGITIMATE links are Alice to/from Bob 

Transmit and receive 

A 

B 

E 

Monitors and decodes 

May emit, jam, spoof or impersonate 

Á EAVESDROPPER and RADIO HACKER links are  

Å Alice to Eveéand even (active) Eve to Alice 

Å Bob to Eveé and even (active) Eve to Bob 

Å THREAT MODELS 

Å Passive 

Å Intelligent (protocol aware) jamming, 

Å Man in The Middle / Wormhole, etc. 

A) wiretap model of legitimate radio 

transmitters and attacker over the air 

Shared 

Chanel  

 

 Channel est. 
 

 

 Channel est. 
 

C)  Basic Architecture of Secrecy Coding 

╧ Polar 

or RM 
outer 

encoder 

FEC 

 
inner 

encoder 

Radio 

Chann

el 

FEC 

 
inner 

decoder 

Polar 

or RM 
outer 

decoder 

╧ 



4  / 4  / 

P
IM

R
C

 W
8

 ï
 2

0
1

6
 S

e
p

te
m

b
e

r 
0

4
 
ï
 p

a
p

e
r 

5
 - 
Im

p
la

n
ta

ti
o

n
 a

n
d

 e
x
p

e
ri
m

e
n

ta
ti
o

n
 o

f 
P

h
y
s
e

c s
e

c
u
ri
ty

 s
c
h
e

m
e

s
 i

n
to

 
W

if
i 

ra
d

io
 l
in

k
s
  

  
 

P
H

Y
L
A

W
S

 p
ro

je
c
t fu

n
d
e
d
 b

y  E
C

-F
P

7-IC
T

-2
0

1
1-8

  G
N

  3
1

7
5

6
2

  

SKG EXPERIMENTS OVER REAL 
WI-FI AND LTE LINKS 

Thales Communications 
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 È USRP BOARDS  

È 6x1 SIMO Rx 

1 to 6 antennas 

BI-DIRECTIONAL LEGITIMATE + EAVESDROPPER LINK 
SINGLE SENSE MEASUREMENT  

AND EVESDROPPING 

Pre-industrial results of Secret Key Generation  

Test Beds 

Alice = Wifi AP in 

corridor 

Array  

å 30 cm 

Eve =  

4 ant. 

Bob =  

2 ant. 

Eve 
Bob 

Alice 

Rx E 
Rx B 

Tx A 

Host 

board 

4x4 MIMO SDR  

Wifi Celeno Chipset 

802.11n/ac 

4 Wifi antennas - Gain 2 dBi  

omnidirectional in azimuth  
Classroom 

measurement 
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Pre-industrial results of Secret Key Generation  

Wi-Fi Testbed 

Å Wi-Fi testbed will be based on Celenoôs CL2400 4x4 802.11ac W2 

chipset 

 

Å Celenoôs CL2400 chipset family is based on an strong SDR architecture 
- DSP based PHY (OFDM and matrix manipulations engine, including all beamforming operations), 

using best in class Cevaôs XC4210 DSP core (running 64 MACS at 480MHz) 

- Flexible MAC based on 2 processor cores for lower and upper MAC layer 
 

Å Test bed enables establishment of real WiFi  links with 3ôrd party, 

commercial client devices 
- Two chip flavors: CL2440 supporting 5GHz (80MHz channel BW) and CL2442 supporting 

2.4GHz (20/40MHz channel BW) 

A/D

D/A
RF

Front
End

PCIe 
Interface

Control

PCIe 
bus A/D

D/AA/D

D/A
Tx/ Rx
Radio

802.11ac
UMAC CPU 
& Offload

802.11ac 
LMAC CPU

SDR -
802.11ac

4T4R
PHY

CL2440 802.11ac

GPIO

Channel aware scheduler   
Dynamic Spectrum  

Analyser

HW MAC

HW Offload & Accelerators
FEC Acc.

Time Domain 
Acc.
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Pre-industrial results of Secret Key Generation  

Records of Wifi signals ï CIR measurements  

SINGLE SENSE MESUREMENT OVER 6 ANTENNAS 

INDOOR OFFICE/CLASSROM  SLIGHT MOBILITY 

2452 2454 2456 2458 2460 2462 2464 2466 2468 2470 2472
65

70

75

80

85

90

Magnitude of Channel Frequency Response over 6 antennas (WiFi)

 Frequency [MHz]

M
a
g

n
it
u

d
e

 [
d

B
]

 

 

2452 2454 2456 2458 2460 2462 2464 2466 2468 2470 2472
-4

-3

-2

-1

0

1

2

3

Phase of Channel Frequency Response over 6 antennas (WiFi)

 Frequency [MHz]
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s
e
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]

 

 

Bob

Eve

Bob

Eve

Bob (x2) Eve (x 4) 

É Very significant space diversity  

É Enables computation of ñgoodò secret keys on SIMO/MISO/MIMO Rx 

É Ensure security when facing attempts of non-colocated Eveôs for recovering the keys 
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Pre-industrial results of Secret Key Generation  

Records of Wi-Fi signals ï CIR measurements  

SINGLE SENSE MESUREMENT AT 1 ANTENNA OVER TIME 

INDOOR OFFICE/CLASSROM SLIGHT MOBILITY 

0 20 40 60 80 100 120 140 160 180 200

Time [ms]

D
e

te
c
ti
o

n
 c

ri
te

ri
o

n
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Magnitude of CIR for Frame 1
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M
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g
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]
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40
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Magnitude of CIR for Frame 2

 Frequency [MHz]
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n
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Magnitude of CIR for Frame 28
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É Significant time diversity enables computation of good secret keys (length, 

randomness) 

É Allow to regenerate secret-key bits after 100 ms (indoor slight mobility case ) 
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ALICE 

BOB 

EVE 

Reflection 

Diffraction 

Scattering and  S hadowing 

E 

B 

A 

a) Propagation of legitimate and attacker radio channel b) Real field stationary radio configuration 

    in indoor fixed geometry 4G/LTE network 

    empty tennis court and classroom  

Alice = LTE Node 

on building roof 

Aperture  

Of antenna  

array å 30 cm 

Pre-industrial results of Secret Key Generation  

Records of Wifi and LTE signals ï SKG from CIR measurements  

SINGLE SENSE MESUREMENT AT 6 ANTENNAS 

COMPARISION OF SLIGHT MOBILE AND FIXED SCENARIOS 
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d) Quantization results in stationary LTE radio environment  

    with channel de-correlation pre-processing 

3
6
  
b

it
s
 

With the channel decorrelation pre-processing, the number of generated key 

bits decreases to 200x36 in 5s  

=> Less stationary pattern in the quantized bits 

Without the channel decorrelation pre-processing, the number of generated key bits is 1000  x 122 in 5s  

=> High  time correlation  and stationary patterns in the quantized bits that can be exploited by Eve 

1
2

2
 b

it
s

 

c) Quantization results in stationary LTE radio environment 

     without channel de-correlation pre-processing 

Pre-industrial results of Secret Key Generation  

Records of Wifi and LTE signals ï SKG from CIR measurements  

Effect of Channel De-correlation 
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Indoor classroom 

1
2
7
 k

e
y
 B

it
s
  

LTE indoor 2.6 GHz  

LOS fixed geometry 

Č 49 Keys in 5s 

Indoor office 

1
2

7
 B

it
s
  

Wifi indoor 2.4 GHz  

NLOS Slighly mobile  

Č 152 Keys in 2s  

1
2

7
 k

e
y

 B
it

s
  

Indoor office Outdoor Street 

e) SKG results in several LTE and WLAN/802/11n radio-environments 

LTE outdoor 2.6 GHz 

Urban Street  NLOS mobile  

Č 284 Keys in 5s 

1
2
7
 k

e
y

 B
it

s
  

Pre-industrial results of Secret Key Generation  

Records of Wifi and LTE signals ï SKG from CIR measurements  

SINGLE SENSE MESUREMENT AT 6 ANTENNAS 

COMPARISION OF SLIGHT MOBILE AND FIXED SCENARIOS 

EVEN IN 

THE MOST  

DIFFICULT 

CASE,  

SKG 

WORKS 

WELL. 
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Pre-industrial results of Secret Key Generation  
Implantation of SKG ï analyses of prior results 

WIFI indoor  

NIST Freq . 

Monobit  test  

LOS  

(2.4 GHz)  

NLOS  

(2.4 GHz)  

Quantization 
87% 

(132/152) 

100% 

(171/171) 

Quant+Reconciliation 

+Amplification 

99% 

(151/152) 

100% 

(171/171) 

WIFI Indoor  

NIST Run . test  

LOS  

(2.4 GHz)  

NLOS  

(2.4 GHz)  

Quantization only 
84% 

(128/152) 

99% 

(169/171) 

Quant.+Reconciliation 

+Amplification 

98% 

(149/152) 

99% 

(170/171) 

LTE - NIST Freq . 

Monobit  test  

Indoor  

(2.6GHz)  

Outdoor  

(2.6GHz)  

Quantization only 
98% 

(48/49) 

99% 

(281/284) 

Quant+Reconciliation 

+Amplification 

100% 

(49/49) 

100% 

(284/284) 

LTE  

NIST Run . test  

Indoor 

(2.6GHz)  

Outdoor  

(2.6GHz)  

Quantization only 
27% 

(13/49) 

80% 

(228/284) 

Quant+Reconciliation 

+Amplification 

100% 

(49/49) 

100% 

(284/284) 

SINGLE SENSE MESUREMENT AT 6 ANTENNAS - INDOOR ENVIRONMENT  

COMPARISION OF SLIGHT MOBILE AND FIXED SCENARIOS 
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Pre-industrial results of Secret Key Generation  
Implantation of SKG ï Dual Sense Channel Sounding 

Bi-Directional Channel Sounding  

Á Alice, Bob and Eve are 4-antenna devices (all 

using CL2400 4x4 chipset) 

Á Alice and Bob exchange NDP sounding 

frames (spaced 20µS in time), both are 

captured by Eve 

Á Each node estimates channel independently 

 
Reciprocity Restoration  

Á Channel reciprocity issues 

Å TX to RX analog/RF gain/phase mismatch 

Å Mixer phase ambiguity between antennas ï 180 

degrees 

Å AGC gain mismatch between Alice and Bob 

Å OFDM symbol timing mismatch (Alice and Bob 

has tolerance of 0.8µS Cyclic Prefix Guard 

Interval !) 

Á Reciprocity restoration - Each channel element (out 

of 4x4 channel matrix) is normalized and 

compensated independently 

Secret Key Generation  

Shared 

Channel  

Á Reciprocity restoration, de-correlation, Quantization, 

Reconciliation and Amplification are done in offline processing 

 


